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Things to use to make you job 
easier and safer

APB.NET aka Trak aka Critical Reach

CALLYO

SNIPPING TOOL



Technology solves crime







Smart Meters
Gas/Water/Electric



Is there are car 
associated with your case?



License Plate Readers
Types        Tools    

 Police

 Parking Control

 Malls

 Pods

 Repo drivers

Stakeout
Mobile Scanner
Notifications
Crime Pattern 
searches
Mobile Hot Spots





Vehicle System’s
www.msab.com

Child Abuse!!

• Paired Devices
• Recent Destinations
• Contacts
• Call Logs
• Tracklogs
• TrackPoints



Infotainment Telematics systems What do 
they look like?



Gear Shifts
Lights On/Off
Doors Open/Close
USB Attachments
Bluetooth Devices
GPS Time Updates
Odometer Readings
Phone Calls
Wi-Fi Connections
System Reboots

Examples of Vehicle Events



Off Line Search



Differences Among Carriers?

+



Picture Mail



GOOGLE/APPLE

Don’t overlook getting electronic evidence
-text message
-contacts
-photo’s



Managing Your Data:
Original files
Modified files
Consolidation of files
PDF – CSV – excel format
Timestamp problems



Atlantic Journal 6/20/17



Call Detail Records



Cell Phone Analysis:
Call detail
Common Call Breakdown
Text messages
Cell Phone Towers
“Human readable” locations
Locations mapped in google earth
Joining call detail records
EXIF Data



Text Messages from phone download 



No-tech way to retrieve messages 



SPRINT CELL TOWER
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Sacramento 1 1 15 120
242 N. Sutter 
St Stockton

San 
Joaquin CA 95202     37.95625 -121.286333

Sacramento 1 2 169 60
242 N. Sutter 
St Stockton

San 
Joaquin CA 95202     37.95625 -121.286333

Sacramento 1 3 280 80
242 N. Sutter 
St Stockton

San 
Joaquin CA 95202     37.95625 -121.286333

Tower list



Terms
Azimuth is midpoint of a sector.    

A sector is a generally 120 degree. So a 
tower with an Azimuth of 210 means the 
sector goes minimally from 150 degrees to 
270 degrees 



Sector 
1

Sector 2

Sector3

Beam 
width



Mapping tool

Send Keith an email for the program

Keith.Lyon@doj.ca.gov







Combo maps-Zetx and Keith



Innovative Use of Cell Phone 
Records:Cell phone tower dumps

Call destination order (reverse order)
Hemisphere-Locate old/new cell phone 
number keeps records for up to 10 years of 
calls routed through AT&T



More Innovative Use of CDR’s
Call Frequency Analysis

Location Frequency Analysis

Average/Total calls to specific phones

Top calls



Case Studies
James Riggins

Chu Vu



James Riggins 187

Court orders for call detail records for 20 people
8 validated Diamonds members
10,000 text messages
2000 phone calls 
500 calls mapped  





Challenges dealing with multiple Cell phone 
records

Timestamp discrepancies on call detail records
Metro PCS saves text messages for (45) days. 
Verizon stores for 3-5 days but will only release 
with a search warrant. Sprint/ Nextel, T-Mobile 
and AT& T do not store text messages. Cell 
phone download from the phone itself may help 
fill in gaps.. 
Trying to organize multiple records from different 
phone carriers chronologically 



Excel

Control F-Find

Excel spreadsheet



E. Perez Cell Phone (T-Mobile)



Stephenson Cell Phone (Metro)



M. Perez Cell Phone (T-Mobile)



Riggins Cell Phone (AT&T)



Cell Phones Combined 



Time stamps on map





Movement Timeline

Riggins Picasso

23:38 4841 83rd St 23:32 3855 14th Ave

23:52 187 23:52 187

23:56 6451 P.I. Rd 23:57 6451 P.I. Rd

23:59 5800 Stockton 23:59 7337 P.I. Rd

00:00 5800 Stockton 00:00 6450 Stockton

00:01 7040 E. PKWY 00:01 7310 Home Leisure Plaza

00:18 3400 W. Capital 00:17 3961 W. Capital

00:36 3400 W. Capital 00:36 1100 Triangle Ct



Combined Text Messages



Steve Lo 187



Burner phones



Combined CDR’s



Tower 
Location 

Frequency 
Analysis



Call 
Frequency 
Analysis



Call Duration Frequency 
Analysis



New Methods/Ideas

FBI CAST Team can respond with JDSU 
Equipment to do a street by street real time 
test of a sector to determine the real versus 
theoretical areas. 



New things to ask for:
Ask for location data for all network traffic

Do they have interim cell sites?



Historical GPS Information

Verizon-RTT (Real Time Tool) 7-10 days 
gives location info for all activity including 
long/latitude

Sprint-Per call measurement detail

AT&T-Nelos



PCMD from Sprint

PHONE 
NUMBER PHONE NUMBER

PHONE 
NUMBER

PHON
E 

NUMB
ER Sector

Distance 
from tower Latitude Longitutde

510691xxx
x

a000001256xx
xx

12/07/11 6:38:05 
AM 1 100 2 0.84 37.934871

-
122.343885

2 SF36XC011

510691xxx
x

a000001256xx
xx

12/07/11 6:38:26 
AM 16 100 2 0.84 37.9355134

-
122.352267

7 SF36XC011

510691xxx
x

a000001256xx
xx

12/07/11 10:22:37 
AM 42 243 3 0.65

37.9596799
3

-
122.366335

2 SF73XC404

510691xxx
x

a000001256xx
xx

12/07/11 12:56:57 
PM 30 243 3 0.35 37.954318

-
122.362239

3 SF73XC404

510691xxx
x

a000001256xx
xx

12/07/11 12:57:33 
PM 20 243 3 0.46

37.9534927
4

-
122.364051

9 SF73XC404

510691xxx
x

a000001256xx
xx

12/07/11 1:12:03 
PM 26 243 3 0.50

37.9532180
4

-
122.364655

3 SF73XC404
510691xxx

x
a000001256xx

xx
12/07/11 1:12:13 

PM 5 0 0

510691xxx
x

a000001256xx
xx

12/07/11 1:15:54 
PM 51 243 3 0.43

37.9537675
7

-
122.363448

3 SF73XC404

  
-



Verizon Wireless RTT Report and Round 
Trip Delay Disclaimer:
The latitude and longitude measurements 
on the Real Time Tool “RTT” report are 
derived solely from the Round Trip Delay 
measurement. They are best estimates 
and are not related to any GPS 
measurement. Measurements with a high 
confidence factor may be more accurate 
than measurements with a low confidence 
factor, but all measurements contained on 
this report are the best estimates available 
rather than precise location.



Nelos from At&t



Track people via Social 
Media/Websites



Cell Tracking/Technology

http://www.advancedcelltrackingsystems.co
m

www.hawkanalytics.com

Gis mapping/Arcsoftware

Callyo.com

http://www.hawkanalytics.com/
http://www.callyo.com/


New Problems for Law 
Enforcement

Skype on smartphones
Spoofing /swatting
“Jailbroken” phones
Google Voice
TrueCrypt (encryption)
Trapcall
Burnerapp.com



Officer safety-trapcall.com





Resources
“Tel-Tales” 
rlottero@leo.gov

FBI CAST (Cellular Analysis Survey Team or 
CAST@ic.fbi.gov



Resources

TLO/LPPOLICE/clear/accurint

Issworldtraining.com

Askcalea.net



NDCAC-National Domestic 
Communication Assistance 

Center
540-361-2340 or email 
AskNDCAC@ic.fbi.gov

and ask for application list



Resources



Pinterest









What is “Social Networking?”

Online Social Networking is the grouping of 
individuals into specific groups, like small rural 
communities or a neighborhood subdivision

Amazingly, Social Networking used to be done in person. 

Now, internet + technology = millions of individuals who are 
able to develop friendships, business relationships, etc.



SOCIAL MEDIA

INFORMATION CREATED BY PEOPLE 
USING HIGHLY ACCESSIBLE AND 

SCALABLE PUBLISHING 
TECHNOLOGY.

Translation: All the super important 
stuff people think you need to see 

and know about them



Forums, websites, blogs, mailing list, 
e-groups.

Not as easy to start a conversation

People don’t trust you

Anonymity / hide ourselves

Used avatars and usernames

THE TIME BEFORE SNS



“On the Internet, nobody knows 
you’re a dog.”

“On the Internet nobody knows you’re a dog”



SOCIAL NETWORKING 
SITES ARE BORN

Build profiles
look for friends and family
be updated on events / trends / happenings
find a partner
build their network
entertainment
shopping
marketing
to learn
BOASTING!



FOR KIDS:

- Online gaming
-Chatting with friends

-Place to complete work with 
classmates

Social Networking by age group



TEENS:

-Online gaming
-Hang out place

-Increased social commenting and media 
posting:

-twitter
-instagram
-facebook



ADULTS:

-Social utility
-Re-connecting

-Career Networking
-LinkedIn
-facebook

http://www.linkedin.com/?trk=hb_logo
http://www.linkedin.com/?trk=hb_logo


Pros of Social Networking 
Sites 

Interpersonal 
communication is 
simpler, and allows 
people to remain 
connected. 
Meeting new people is 
easy, and more 
common.
Learning about the 
world around you is 
instantaneous and 
convenient



Many ‘wall posts’ can be misinterpreted. 

Less and less personal contact/communication.

It can affect current or potential employment.
 NYPD Training Day example

‘Friends’ may not always be who they say they are.







Security Of SNS
Once you post on a 
social networking site, 
it’s relatively easy for 
people to find it. 

Once you post any 
media or personal 
information, some sites 
claim ownership of that 
information



Personal security

Subscribers typically use weak 
passwords which are related to people 
or locations in their lives

House numbers, maiden names, pet names, etc

Crooks know this and use that 
information to socially engineer their 
way into overtaking an account



Passwords



Security
•81% of teens have a social 
networking profile

•Facebook
•Twitter
•Instagram

•40% have publicly viewable 
profiles

•Private does not equal 
absolutely safe

•Do you know your  
“friends” 



HOW MANY SITES ARE 
THERE????



Kik

The Law Enforcement Operations team will be hosting a Law Enforcement Support 
webinar on Thursday, March 17, 2016 at 10am EST. This webinar will focus on our 
law enforcement support and updates to the app. There will also be time at the end 
for Q & A. If you're interested in attending, please email us 
at lawenforcement@kik.com

mailto:lawenforcement@kik.com


snapchat



MeetMe



YOUTUBE.com





MYSPACE



myspace.com

30,000 people sign 
up everyday.

85% of users are 
18 or older.

Launched in January 
2004.

Aimed at youth 
wanting to connect 
with new music and 
entertainment.



Myspace=Instgram



Instagram



Instagram

 Owned by facebook as of September 2012

 August 2012, Instagram hit 80 million users.
 June 2013: 130 million users with an average of 7.3 million 

daily.

 August 2012: 5 million photos uploaded daily
 June 2013: 40 million daily

 Nearly 16 billion photos have been shared on Instagram since 
its beginning.











TWITTER



TWITTER

Since the dawn of Twitter, there's been a total of 170 billion tweets. 

500 million users

400 million tweets sent every day

32% of all Internet users are using Twitter. 

Links to videos and images can be tweeted, not just words, and the most 
followed brand on Twitter is YouTube with 19 million followers.

Vine: 12 million uploads daily, 5 every second

50 percent of Twitter users are using the social network via mobile. 

Tweets can be deleted by the user.









facebook



facebook Stats
1.2 billion active users, more than ½ 
users are outside of college.
Demographic of 25 and older.
819 million mobile users
200 billion views per month
350 million images uploaded daily, 
total of 240 billion photos
Average amount spent on site is 30 
minutes per day.



facebook
25 percent of users on Facebook don't 
bother with any kind of privacy control.

An average Facebook user has 142 
friends.

More than 1 million websites have 
integrated with Facebook in various ways.

As of 2012, 17 billion location-tagged 
posts and check-ins were logged. 



Tagging

 A tag links a person, page, or place to something you post, like a status 
update or a photo. For example, you can tag a photo to say who’s in the photo 
or post a status update and say who you’re with. Tagging people, pages and 
places in your posts lets others know more about who you’re with, what’s on 
your mind and where you are. 

When you tag someone, they'll be notified. Also, if you or a friend tags 
someone in your post and it's set to Friends or more, the post is visible to 
the audience you selected plus friends of the tagged person. 

When someone adds a tag of you to a post, your friends may see what 
you’re tagged in on Facebook. The tagged post also goes on your profile 
(timeline). If you’d like, you can turn on Profile (Timeline) Review to review 
and approve each tagged post before it goes on your profile (timeline) or 
exclude some people from seeing tagged posts of you on your Wall (timeline).

http://www.facebook.com/help/?faq=223100381057791




Facial Recognition
 When images are tagged, facebook runs a 

hash algorithm to compare with other 
images for a positive match (www.face.com)

 Could be a liability if doing undercover work

 You can only remove an image if you have a 
facebook account. (cannot have a friend 
remove)

http://www.face.com/


Facial Recognition



Location-based Social 
Networking

122



Location-based Social 
Networking

Location-based social networking is quickly 
growing in popularity. A variety of 
applications are capitalizing on users’ desire 
to broadcast their geographic location.

Most location-based social networking 
applications focus on “checking in” at various 
locations to earn points, badges, discounts 
and other geo-related awards.

123



Location-based Social 
Networking

The increased popularity of these 
applications is changing the way we as a 
digital culture view security and 
privacy on an individual level. 

124



Geotagging

Process of adding geographical identification to 
photographs, video, websites and MMS. 

Geotags are automatically embedded in pictures 
taken with smartphones. 

Many people are unaware of the fact that the 
photos they take with their smartphones and load 
to the Internet have been geotagged.

125



Exif Data
Exchangeable image file format (Exif) is a 
standard that specifies the formats for 
images, sound, and ancillary tags used by 
digital cameras and other devices. 

Created by the Japan Electronic Industries 
Development Association.



The Exif Tags
Date and time from the camera/phone. 

Camera settings:  camera make and model, 
orientation aperture, shutter speed, focal 
length, metering mode, and ISO speed 
information.

A thumbnail

Geolocation







Geotagging

Process of adding geographical identification to 
photographs, video, websites and MMS. 

Geotags are automatically embedded in pictures 
taken with smartphones. 

Many people are unaware of the fact that the 
photos they take with their smartphones and load 
to the Internet have been geotagged.
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Exif Data
Exchangeable image file format (Exif) is a 
standard that specifies the formats for 
images, sound, and ancillary tags used by 
digital cameras and other devices. 

Created by the Japan Electronic Industries 
Development Association.



The Exif Tags
Date and time from the camera/phone. 

Camera settings:  camera make and model, 
orientation aperture, shutter speed, focal 
length, metering mode, and ISO speed 
information.

A thumbnail

Geolocation



Geotagging Photos
On photo sharing sites, people can manually 
tag a location on their photos, even if their 
camera does not have a GPS function. 

Facebook scrubs data from posted photos 
but other sites may not or allow you the 
option to share it.

133



Investigative Techniques
Creating an undercover account
 Persons of interest won’t always have public profiles
 Being “friended” allows greater access to users and their “friends”

Luckily, most people don’t have a strenuous vetting out process



UC Accounts Cautions
Choose profile picture carefully!
 Shouldn’t use pics you don’t have permission for
 Use a non-face shot

Know your target audience

Know that creating a fake profile on a site (ie 
facebook) can “violate the contract”
 Exposure to civil liability?
 Facebook will notify if they feel a profile is covert

Cross checks different profiles from same ip address 

Depending on type of case, may want to use an 
undercover line, not department internet



Facebook Law Enforcement 
Guide

This document describes procedures law 
enforcement authorities should follow to 
request data from Facebook.  

https://www.facebook.com/safety/groups/law/guidelines/
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www.facebook.com/records





Preservation



Legal Service tips

Facebook ID# is at the end of the url
 http://www.facebook.com/profile.php?id=100003088199251

Can also be the vanity name

 http://www.facebook.com/TOPJIMMY247

(if vanity name is shown, this means that “enable public 
search” has been selected within users account.

http://www.facebook.com/TOPJIMMY247


Legal Service tips

If an account is deactivated, facebook says 
they keep account info (content) for 7 days
 Ip address info for a year

If something is removed (post, image, etc) 
they say it is unrecoverable



Consent to Search
Facebook does NOT accept, so… 
 Login to account
 Account settings
 Download a copy



May need access to email account as well 
for secondary verification



Ask for any type of info, whether you 
know if a Social networking Site 
archives it or not:

 IP Logs
 Wall Postings
 Pictures
 Exif data
 Chat History



Investigative Resources

Several tools to analyze pages and friends

 www.accurint.com
 Lococitato – Facebook Visualizer
 http://groups.yahoo.com/group/kloving
 X1 Social Discovery
 Geofeedia/Media Sonar
 Search Investigative Toolbar
 Snagit / Camtasia
 www.netlingo.com
 www.urbandictionary.com
 www.google.com 145



Accurint
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