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Things to use to make you |ob

easier and safer
« APB.NET aka Trak aka Critical Reach

« CALLYO

*« SNIPPING TOOL



Technoelogy solves crime
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Tweets help change manslaughter charge to murder

18-year-old Cody Hall of Calif. is accused of killing a bicyclist while driving 80 in a
40mph zone; boasted on Twitter about how fast he liked to drive

Flike 0 o Tweet 0 ﬁsmm 0 Q0

By Associated Press Staff

PLEASANTON, Calif. — An 18-year-old accused of killing a bicyclist with his car has had a vehicular
manslaughter charge upgraded to murder in part because he boasted about speeding on Twitter, prosecutors
said Thursday.

Cody Hall, of Pleasanton, was being held without bail after he was charged Wednesday with the murder of 58-
year-old Diana Hersevoort, the San Francisco Chronicle and Oakland Tribune reported.

Hall was going more than 80 mph in a 40 mph zone when
Interested in Technology? he hit Hersevoort and her husband along a busy boulevard
Get pricing, product info & discounts  in Dublin on June 9, prosecutors allege. Hersevoort's
from top companies. husband only broke an arm, but she was killed.

An analysis of Hall's driving record, along with Twitter
posts in which he discussed how fast he liked to drive,
persuaded prosecutors to change the charge to murder,
the Alameda County district attorney's office told the

Department: * @ i
Jepartmen Chronicle.

Emeil; Prosecutors did not immediately reply to messages left by
Zip Code: = The Associated Press, and a Twitter account apparently
belonging to Hall is restricted from public view.

Telephone:
Brian Welch, a supervisor of the homicide unit at the Santa

Clara County district attorney’s e who is not involved

in this case, told the Tribune that in most circumstances,

fatal crashes result in murder charges when the suspect
was recklessly fleeing police or was a drunken driver with previous convictions, not because of something like a
Twitter feed.

Welch said in this case it is likely the tweets will serve as what's called a "pre-offense statement," often an
email, handwritten note or text message, used to bolster prosecutors' attempt to prove malice.

"The challenge in these situations is proving that your defendant is the person who posted the statement," he
said.

Meither the newspapers nor The Associated Press could reach an attorney for Hall for comment.

Copyright 2013 Associated Press







Smart Meters
Gas/\Water/Electric
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License Plate Readers

TYPES
Police
Parking Control
Malls
Pods

Repo drivers

Tools

» Stakeout
* Mobile Scanner
« Notifications

*» Crime Pattern
searches

* Mobile Hot Spots
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Drivers Privacy Protection Act Get the Facts on ALPR Vigilant Face Search Vigilant LineUp

Basics of LPR for Investigations LPR from Vigilant Solutions: How Vigilant Solutions ANPR and Facial  Vigilant Solutions Facial
Law Enforcement Develops Leads Recognition Overview Recognition Technology Overview



Vehicle System’s
www.msab.com

Child Abuse!!

Paired Devices
Recent Destinations
Contacts

Call Logs
Tracklogs
TrackPoints



Infotainment Telematics systems What do
they look like?




+  Gear Shifts

= Lights On/Off

*  Doors Open/Close
«  USB Attachments
+  Bluetooth Devices
«  GPS Time Updates
*  Odometer Readings
+ Phone Calls

* Wi-Fi'Connections
+  System Reboots

Examples of \/enicle Events
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Differences Amonag carriers?

metroPCS

Unlimit You
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GOOGLE/APPLE

« Don’t overlook getting electronic evidence
* -text message

* -contacts

* -photo’s
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Managing Your. Data:

Original files

Modified files
Consolidation of; files
PDE — CSV — excel format
Timestamp problems
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Call'Detalll Records

, Bulletins & Press Releases

, Cell Phones

. Crime Alert

. E-mail & Correspondence
. Evidence Processing

. Images, Videos & Recordings

. Interviews

. Search Warrants & Court Orders

. Social Networking Sites
. Tips

. Cell Brite Phone Downloads

| Manipulated
. Master Spreadsheets (DON'T ALTER)
. Original (DON'T ALTER)

. Tracy's Cell Phone Analysis




Cell Phone Analysis:

Call detail

Common Call'Breakdown

T'ext messages

Cell Phone Towers

“Human readable” locations
Locations mapped in google earth
Joining call detail records

EXIE Data
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NG-tech way, to retrieve messages

Da chapas pas3d talk!n
shit 2 my br0 sayin sk
dimOns.

Fri, Jan 11 11:45PM
Call back #:



SPRINIFCEL L TOWER

Sprint PCS®

NORTEL=1,2,3
LUCENT =234

-MNortel- -Lucent-
Sector Orievitation (5
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frerms
« Azimuth'I1s midpoint of a sector.

« A sector Is a generally 120 degree. So a
tower with an Azimuth of 210 means the
sector gees minimally from 150 degrees to
270 degrees






Mapping tool

« Send Keith an email for the program

« Kelth.Lyon@doj.ca.gov
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Combo maps-Zetx and Keith




Innovative Use ofi Cell Phone

RE
C?e? one tower dumps
« Callldestination order (reverse order)

« Hemisphere-Locate old/new cell phone
number. keeps records for up to 10 years of
calls routed through AT&T



More Innevative Use ofi CDR’S

« Call Freqguency Analysis
* Location Freguency Analysis
* Average/Total calls to specific phones

* Top calls



Case Studies

« James Riggins

« Chu Vu
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James Riggins 187

Court orders for call detail records for 20 people
8 validated Diamonds members

10,000 text messages

2000 phone calls

500 calls mapped



07.30 16:09




Challenges dealing withrmultiple Cell' phone
[ecords

« Timestamp discrepancies on call detail records

« Metro PCS saves text messages for (45) days.
\erizon stores for 3-5 days but will only release
with a search warrant. Sprint/ Nextel, T-Mobile
and AT& T do not store text messages. Cell
phone download from the phone itself may help
fill in gaps..

« Trying to organize multiple records from different
phone carriers chronologically







E. Perez CelllPhone (T-Mobile)

TIME  IH/OUT TOWER TO /FROM TYPE DURATION
—oer
-

05:00 5 ldth AVE
05:15

T




Stephenson Cell Phone (Metro)

TIME TH/OUT — TOWER TO /FROM TYPE DURATIOH
2 catl o |
catl o |

458 catl  [3 |

ARDEN/BELL :
calL a0 |

calL 33 |

catl o |

call 3 |

ES R

Call (70 |

Call  [s7 |

catl  [s0 |

CalL  [33 |

call (37 |

EES R

CALL a7 |

catl o |

calL 33 |

catl o |

36 |
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VI. Perez Cell'Phoene (T-Mohile)

TIME IHjO0UT TOWER TO fFROM TYPE DURATIOH
g02 STOCKETON ' G0
ATOCETON ' 1&0

=1

(=11

&0

FOWEER TNN ED 120

337 POWEE. INNMN ED a0
ATOCKTON iROB5 0 &0
HOME LEISUEE PLAZL |BERONS 120

] 180

3341 LANATTE 3
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613-4549 CALL 180
613-4549 CALL a0
' 273-2782 | CALL 120
m |-  |ELENA PEREZ | TEXT
m |-  |ELENA PEREZ | TEXT
IN

217 JEFFERION RIGGING CALL
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Riggins Cell Phone (AT&T)

TIME IH/OUT TOVWER TO/FROM TYPE DURATION
23116 |IN 1708 59TH 5T TONY CALL 119
23119 |IN = 459-5536 CALL 49
23027 |IN 6771 ELVAS BRONSON CALL 32
23136 |IN = MaRT4 ROJAS TEXT =
23138 |IN 4541 3353FD 3T MaRT4 ROJAS CALL 37
a3:40 |IN 4541 g3RD 5T MaRTA BOJAS TEXT =
23143 |IN 4541 33FD 53T MaRT4h ROJAS TEXT =
23:45 |IN 4541 33FD 3T MARTA ROJAS CALL 9
23145 |IN 2800 STOCETON MaRT4 ROJAS TEXT =
23:47 |IN 6771l ELVAS MaRT4 ROJAS TEXT =
23:53 |IN 4541 g3RD 5T MaRTA BOJAS TEXT =
23154 |IN 6451 POWEER. THNN ERONSON CALL 1]
23156 |00T 6451 POWEER. THN CAMACHO MOM CALL a
£3:59 |00T 2500 STOCETON ERONSON CALL 4
g:00 |IN 5500 FTOCETON BRONSON CALL a
o:01 |00T 7040 EAST PAREWAY |ERONAON CALL 39
a:07  |IN = ERONSON CALL 1]
0:15 |IN 3400 W CAPITOL JE6-9451 CALL a
0:l |IN 3400 W CAPITOL ERONSON CALL 113
0:36 |IN 3400 W CAPITOL L1534 JIMENEZ CALL 1=
1:21 |IN 3400 W CAPITOL CAMACHO MOM CALL 1285




CelllPhones Combined

TTHE IH/OUT TOWER To /FROM TYPE DUBATTOH

5/ JOHNSTON PAFE 68-23 CALL |35 |
5/ JOHNSTON PARK I65-239! canL,  [3m |

3301 FONG RANCH ED 165-239! Call  [57 |

5/ JOHNSTON PARK 613-4544 call.  |zs |
5301 FONG RANCH ED 613-4543 CALL  [35 |

z3:52  |oUT ARDEN/EELL 613-4549
23:52 [ouT ARDEN /BELL 6134 cat, 3z |
23:52  [mw [~ 00000000000 13 catt o |
o Jwer et e w1 et

23:53  |ouT ARDEN/BELL 7073
23:63 | |- 00 caL [0 |
23:53 [OUT ARDEN/BELL 459-85:

CALL 5 |

cALL 3 |
CALL 20 |
CALL (33 |
calL 0 |
cAlL 3 |

7337 POWER INN ED - 549
] catl, |5 |




lime stamps en map
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BR CREEK RD

Power Inn Rd

7337|Power Inn Rd

GERBER RD

POWER INN RD







Vieovement mmeline

Picasso

23:586 4841 83rd St 25:32 3855 14th Ave

23157 L7 23:52 L/

23:56 6451 P.l. Rd 23:5/ 6451 P.I. Rd

23:59 5800 Stockton 23:59 /337 P.l.Rd

00:00 5800 Stockton 00:00 6450 Stockton

00:01 /040 E. PKWY 00:01 /310 Home Leisure Plaza
00:18 3400 W. Capital 00:17 3961 W. Capital

00:36 3400 W. Capital 00:36 1100 Triangle Ct >




(J 0 = 0 C C A
1/12/2005 00:12 9165560612 LT54 Wit us dancin
1/12/2005 00:13 LTI54 9165560612 0 ok
Are you serious.. Cuz some one shoot the people in front of ny
11272008 00:14 9163468837 EVETTE aunts house and two people died...
141272008 00116 9163468837 TONY "Hey tony where you at tLexXt me back.
1/12/2005 00:16 LTI54 9168560612 Wts good after da club
171272005 00:17 9165560612 LI54 Party
141272008 00:15 LI3A MARTA ROJAS Ay, ... Think bout it he wit his niggas so he tryn & show off
1/12/2005 00:18 LTI54 9168560612 K iz it crackn owa dere
1/12/2005 00:21 MaRTA/CRYSTAL BRONSON Were taking the cuts
1/12/2005 00:21 9165560612 LT54 Hit me wfm u leave
I dnt give a fuck that hella hurt nigga I mean dunwmy ass hurt
fuck it I'm guna have ny fams cum pix me up I anit tring £ stand
1/12/2005 00: 22 MaRTh ROJAS LT54 here by wmyself
1/12/20058 00:23 MaRTh ROJAS LT54 I look hella stupid standing her byself
1/12/20058 00:23 9165560612 LI54 Teah
Dont say nothn 4realz cu=zzn ther skrap cuzen they need 2 get out
141272008 00526 TONY 9163468637 the hood dont tell anyl cuzZzn
1/12/2005 00: 26 9165560612 LI54 Amakn
1712720058 00:27 91634658837 TONT Your hella duwb .. ¥You did it...
Me and art and trouble sajid he waz goinhg 2 get them £ bt 1 hit
1/12/20058 00: 28 TONY JES3ICA BRUNO [(somel man i dont ewven noe wt & do man
Me and art and trouble sajid he waz going 2 get them £ bt 1 hit
1/12/2005 00: 28 TONY JES3ICA BRUNO [(somel man i dont ewven noe wt 2 do man
Just dont sayn noting 4realz nigga cuz if they £ind out 1 gone
1/12/2005 00:29 TONY 9163465537 CUZEZN
141272008 00:31 9163468837 TONY Iid you do it or your cousins...
1/12/20058 00: 32 9166268552 TONYT tHEy PREOLLy AINL gUnii FiNd 0UC.DiD ANYWUN 3eE 002 | MR=.bRUNO.
Nigga i just talk 2 u about that when i see man bt dont say
1/12/2005 00: 32 TONY 9163465537 nothing about any thing
171272008 00:34 9163468837 TONY Na nikkah real talk who shoot 1 won't say anything...
MAN, tROUbLEz pHONEz tURNEd OfF NOW.i HOpE NOtHiN HApPENEA.
1/12/2005 00:35 9166288552 TONT ME=.bEINO,
141272008 00135 EVETIE 9163468537 Na it nt tony cuz he wit my CUZh n rosemont
Man i dont ewven noe they Just stop me cuz im a D boy but they
1/12/2005 0036 TONY 91662858552 would find out later
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Burner phones




Combined CDR’s

i v — Tt e ———
Mobile to Mobile { 3033304429 15127396821 JACINTO AVENUE AT CULPEPPER SACRAMENTO CA :(

{ 3033304429 15127396821 4140 WINDY COVE DRIVE SACRAMENTO CA :A :BD

ce Mail Deposit 6127471542 n ENfA

6127471542 n 6848 LEE AVENUE NORTH BROOKLYN CENTER MM @A :
Mobile to Mobile 0y ; 6516051987 16127471542 - 2523 WABASH AVENUE SAINT PAUL MN - A :

Mobile to Mobile (B 37 51273963121 13033304429 - JACINTO AVENUE AT CULPEPPER SACRAMENTO CA :C :200
: 51273963121 13033304429 n 2450 STOCKTON BOULEVARD ELK GROVE CA :C :200

z 6516051987 16127471542 n JACINTO AVENUE AT CULPEPPER SACRAMENTO CA :C :200
/808 15: 6127471542

ce Mail Deposit 6512367295 n

6512367295 [ o |

sc  [CURIEE S

Mobile to Mobile { 3 6516051987 16127471542 n

Mobile to Mobile 0/3,/08 15:57 6127471542 16516051937

06 6516051987 16127471542 n

G:12 3033304429 15127396821

Maobile to Mobile 0 B:12 3033304429 15127396821 n

] :13 3033304429 15127396821

: 3033304429 15127396821 2

6512367255 £ ot

ojs/08 16 512367255 A

: 5127396821 s

6512367295 T

- 651236725 S

0jef08 17 6516051987
0jsjo8 17. 651236725 T

Mobile to Mobile 0/3,/08 17: 6512367295 n



# TOWER LOCATION - 3033304429

103
a8
10035 ATKINS DRIVE ELK GROVE CA :C 200

21
18
17

7464 FRENCH ROAD SACRAMENTO CA :C 200

T
MACK ROAD AND LA MANCHA SACRAMENTO CA :C 200 O W e r
:
Location
|
7788 FREEPORT BOULEVARD SACRAMENTO CA :C 200 F r e q u e n C y
:
: Anal VSIS
8450 5TOCKTON BOULEVARD ELK GROVE CA :C 200
3248 DWIGHT ROAD ELK GROVE CA :B :320
MACK ROAD AND LA MANCHA SACRAMENTO CA :B 320
216 BANMNON STREET SACRAMENTO CA :B :340
3525 MANTHEY ROAD FREMNCH CAMP CA :C 200
4140 WINDY COVE DRIVE SACRAMENTO CA :C 200
JACINTO AVENUE AT CULPEPPER SACRAMENTO CA :B :320
10698 BARBER ROAD GALT CA @A :

L
= [

]
O
v
e
e
e
|



ORIGIN CELLNUMBERS  # B
3033304429 3039902743 279

3033304429 5127396821

3033304429

call 2033304429 . 12%
3033304429
3033304429 2163334276 [EEIIEEER)
Freq UENCY 3033304429
: 3033304429
A N al yS IS 3033304429

3033304429 5032548
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Call Duration Freguency.
Analysis

ORIGIN DURATION %
3033304429

3033304429

3033304429 9163334276 [ EEENN
lEERITEN 0168304811 | 485
3033304429 EFDEFFCFRE

3033204429

3033304429

3033304429
3033304429
3033304429
3033304429
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New Methods/ldeas

« FBI CAST Team can respond with JDSU
Equipment to do a street by street real time
test of a sector to determine the real versus
theoretical areas.



New things te ask for:

« Ask for location data for all network traffic

« Do they have interim cell sites?



Historical GPS Information

* Verizon-RTT (Real Time Tool) 7-10 days
gives loecation info for all activity including
long/latitude

« Sprint-Per call measurement detail

« AT&T-Nelos



510691 xxx
X

510691 xxx
X

510691 xxx
X

510691 xxx
X

510691 xxx
X

510691 xxx
X

510691 xxx
X

510691 xxx
X

PHONE
NUMBER

a000001256xx
XX

a000001256xx
XX

a000001256xx
XX

a000001256xx
XX

a000001256xx
XX

a000001256xx
XX

a000001256xx
XX

a000001256xx
XX

PCMD frem Sprint

PHONE NUMBER

12/07/11 6:38:05
AM

12/07/11 6:38:26
AM

12/07/11 10:22:37
AM

12/07/11 12:56:57
PM

12/07/11 12:57:33
PM

12/07/11 1:12:03
PM
12/07/11 1:12:13
PM

12/07/11 1:15:54
PM

PHONE
NUMBER

16

42

30

20

26

51

PHON
E
NUMB
ER

100

100

243

243

243

243

243

Sector

Distance
from tower

0.84

0.84

0.65

0.35

0.46

0.50

0.43

Latitude

37.934871

37.9355134

37.9596799
3

37.954318

37.9534927
4

37.9532180
4

37.9537675
7

Longitutde

122.343885
2

122.352267
7

122.366335
2

122.362239
3

122.364051
9

122.364655
3

122.363448
3

SF36XCO011

SF36XCO011

SF73XC404

SF73XC404

SF73XC404

SF73XC404

SF73XC404



: Verlzon Wireless RTT Report and Round
Trip Delay Disclaimer:

« The latitude and longitude measurements
on the Real Time Tool "RTT” report are
derived solely from the Round Trip Delay
measurement. They are best estimates
and are not related to any GPS
measurement. Measurements with a high
confidence factor may be more accurate
than measurements with a low confidence
factor, but all measurements contained on
this report are the best estimates available
rather than precise location.




Nelos from At&d

1642758 LOCATION (NFORMATION
he results provided are ATET's best estimate of the location of the target mumber. Please

11/07/2014 Th 1 ded ATET'E b f 1 f th aber. Fl

HELOS grorcise caution in using these records for lnwestigative purposas a8 locatlon data is sourced
from varlows databases which may cause location results to be less than emact.

Fun Iwta: 11,7072 604
| Fan Time il s
! OERleR Teag Teme  (RLEMIRR-§3ML

INS1Phcoe HesBar Domnaction Cornstioe Longd tude Lat i tuda
Cate Time [@NT}

JIOEROTRLELE4A A014-00-04 1hedeadl -111 . 6 360T 17. J0ESR4
HIO4ROTEELELE4A A04-09-04 13:13:01 -131.37THEIT 1T F105R
J10430TeQ 101548 2014-L2-04 13:DE:23 -111.36E37E 7. ¥12031
JALOTeA1E1 5 2004 -0l 04 13ebd:i 111456851 8. 64013
JROEROTRLELE4A 1004-00-04 L B -111. 457160 18, E4415E
ALY ATEET R CiR 018 8 Bl Bl LB-AY =36 191 SSTIER 18 EL4NSE

11/07/2014 Location Accuracy Key

Locatlion Aocurecy:

Ledsnion S00UrEdy unhimowm

Lecaiionm accuracy liksly bebtsx 2% awtaze
Lagatiem savurady likely hattsx Bl matars
Lezaticm sccuracy liksly bsttsx 100 mstare
Ladatien sdvurady likely hatrer 200 matars
Lecaticm scouracy liksly bsttsx 300 mstsre
Ldaf @t il @ Furady 1ikely Lapier 400 matars
Lecatico scouracy liksly bsttsx 00 matarm
L atleon asdurasy likely betles 1060 malecs
|Lecakticm scourecy liksly bstter 1E0D mszscw
Lesatries accurasy likely battes 500 matare
Locatiom scourasy likely hsttsr SO0D meTErE
Le=atlcn accuracy llksly bebtisx 1O00EE metecw
Loaation scoorasy likely hiscteT ZRODD maTarE

- W W D




Track people via Social
Media/\Websites

* What can you get from these companies?

Last Location of Mobile Time 2016-09-05 11:15:47 UTC
Latitude 38.6598243
Longitude -121.3627847
Accuracy 50m

Device

file:/iS\Homicide\2016\16-257680 - #22 Steven Rathbun\Social Networking Sites\last locationtindex. himl

Location History Time 2016-09-05 16:14:02 UTC
Latitude 38.6598243
Longitude -121 3627847

Time 2016-09-05 15:41:07 UTC
Latitude 38 6596713
Longitude -121.3625715




Cell Tracking/Technology

http://www.advancedcelltrackingsystems.co
m

« AV h aWwkanalyiics.Com

* (GISTmapRINg/ATLCSoftware

« Callye.com



http://www.hawkanalytics.com/
http://www.callyo.com/

New: Problems for Law
Enforcement

« Skype on smartphones
« Spoofing /swatting

« “Jallbroken” phones
« Google Voice

* TrueCrypt (encryption)

« Trapcall
* Burnerapp.com







One Phone, Many Lives

Burner is a privacy layer for your phone. Create
unlimited numbers at the touch of a button, and keep
your personal number private.

Now featuring MMS!

Get it on

Google Play

# Download on the

& App Store

>

About Us

Suppor



Resources

« “Tel-Tales”
rlottero@leo.gov

« FBI CAST (Cellular Analysis Survey Team or
CAST@ic.fbl.gov



Resources

« TLO/LPPOLICE/clear/accurint
¢ |ssworldtraining.com

Askcalea.net



NDCAC-National Domestic
Communication Assistance
Center

* 540-361-2340 or emalil
AsSkNDCAC@ic.fbl.gov

« and ask for application list



Resources

Law Enforcement

Technology Investigations Resource Guide o

GUIDELINES FOR SEIZING Ty, q 74 i CLICK HERE TO
k. o REQUEST THE MOST CURRENT

VERSION OF THIS GUIDE

Law Enforcement Technology Investigations Resource Guide @

This guide is distributed FREE to law enforcement agencies upon request from a government agency email address sent to:
TechnologyResourceGuide@gmail.com

This guide is intended to be used in its original electronic format [pdf). This allows for connections to live links and the most current material.

ECopyrighted material

DO MOT COPY OR DISTRIBUTE OUTSIDE AUTHORIZED LE AGEMNCIES WITHOUT EXPRESSED WRITTEM PERMISSION FROM THE AUTHOR

Caliri Fagas, (FE







[NTERNET

It Doesn't Make You Stupip, it Just Makes
Your Sturiotiy More AccessieLe 1o OTHERS

a 7 J/ /




SOCIAL NETWORKING SITES
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facebook
FACEBOOK

BECAUSE IT'S FUN TO PRETEND
THAT 500 PEOPLE YOU HAVEN'T
SEEN IN YEARS GIVE A CRAP ABOUT YOU

1 A e
H-.!\.l'\.l- e wien | _Hﬁ— 1 :ﬁ-:—- hlrﬁ”—
'-:mw"* ?"‘"'Lu. oy Pt St e e, | Err
| i Py Fimimaariy Ba

& Crpyrg B i e, |0 & bR
e e P s |t i | et W, o |1 i i T RN Reeins LA

MATCE

Helping people ve they arc Here's the third picture-
because they have 5 things in http://twitpic.com/ncBx Stay

tuned tomorrow for 3 video
sneak peeks from the 3 video!

'I'[IIIE

L ekt Dang REches Yow

STORE CLOSING

Entire Store

TWITTER et

Allowing celebrities to make ridiculous statements

AP.COM

L Pastured ¥ofors.

i =y " o they’ll regret the next day.
Y O
i - :ﬂ:l'_"l ke 'am : g v . :

N OUTURE FLICKR
O B Reliving your drunken escapades one album at a time.

Become an overnight internet sensation by humiliating voursell
s ’ L=l

MUFFSI

MUFFSLAP.COM



What is “Social Networking?"

* Online Social Networking is the grouping of
individuals into specific groups, like small rural
communities or a neighborhood subdivision

* Amazingly, Social Networking used to be done in person.

* Now, internet + technology = millions of individuals who are
able to develop friendships, business relationships, etfc.

W

—::‘r(;}




SOCIAL MEDIA

INFORMATION CREATED BY PEOPLE
USING HIGHLY ACCESSIBLE AND
SCALABLE PUBLISHING
TECHNOLOGY.

Translation: All the super important
stuff people think you need to see
and know about them



THE TIME BEFORE SNS

* Forums, websites, blogs, mailing list,
e-groups.

* Not as easy to start a conversation
* People don't trust you
* Anonymity / hide ourselves

« Used avatars and usernames



- 5 L}
......
e Pl

- T e R : Y

“On the Internet nobody knows you're a dog’




SOCIAL NETWORKING
SITES ARE BORN

* Build profiles

* look for friends and family

* be updated on events / trends / happenings
+ find a partner

* build their network

* entertainment

* shopping
* marketing

* o learn
« BOASTING!



Social Networking by age group

FOR KIDS:

- Online gaming
-Chatting with friends

-Place to complete work w|1-h
classmates

# ..-

s

=
i
=

A
=

ENG

e




TEENS:
WORLD -+, . .
WARCRAFT. -Online gaming

-Hang out: place
-Increased social commenting and media
posting:
-twitter I

—=4 instagr.am e e e e i

-facebook

buitter s - —

| @
Vahno! Messen &



-Social utility
-Re-connecting
-Career Networking
-LinkedIn

e e -Tacebook

N T A

Follow your interests
PR WP R O T ah iy eofueTe, taas



http://www.linkedin.com/?trk=hb_logo
http://www.linkedin.com/?trk=hb_logo

+ Interpersonal
communication is
simpler, and allows
people to remain
connected.

* Meeting new people is
easy, and more
common.

* Learning about the
world around you is
instantaneous and
convenient




Many ‘wall posts’ can be misinterpreted.
Less and less personal contact/communication.

Lt can affect current or potential employment.
s NYRDHIraining Day example

Friends’ may not always be who they say they are.




Hi. You sound real cute!! |l am 14 and a bit of a fithess

How old are you and what fanatic, | often go power lifting
do you like doing after school? after school.







Security Of SNSQ

———
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Once you poest on a
soclal netwerking site,
It's relatively easy for
people to find It.

* Once you post any
media or personal
Information, some sites
claim ownership of that
Information




* Subscribers typically use weak
passwords which are related to people

or locations in their lives
* House numbers, maiden names, pet hames, etc

* Crooks know this and use that
information to socially engineer their
way into overtaking an account






Security

817 of teens have a social

S otk venscheital vt s Tor-—limiln oveciine networking profile
- *Facebook
o [Witter
*Instagram

407 have publicly viewable
profiles

Private does not equal
absolutely safe

*Do you know your
“friends”



* HOW MANY SITES ARE
THERE??2??



kik-

50 million users
love Kik

S .hOW Wﬂs it?

‘g AMAZING! [ think Ashley
has plcs — !

b
.lshl yJac abs has jol ned :\n\nted ¥

B

% | B Galley d

lﬂ

The Law Enforcement Operations team will be hosting a Law Enforcement Support
webinar on Thursday, March 17, 2016 at 10am EST. This webinar will focus on our
law enforcement support and updates to the app. There will also be time at the end
for Q & A. If you're interested in attending, please email us

at lawenforcement@kik.com

BLOG PRESS  PARTNERS CAREERS CONTACT  LEGAL



mailto:lawenforcement@kik.com

snapchat

ownload on the

L] Dy GET ITON
W App Store | > Google play




MeetMe

meetme <

where new friends meet

Meet New People Near You!

£ Join Free with One Click

First Name |: j|
Last Name
Errla” I:l

ord
Postal Code [95311
ram | Select Sex [~]
Birthday ontn a l?
Join 90+ million people ) [ [0y [o]| vear [
meeting and playing games!
It's fun, friendly, and FREE!

} MeetMe - English, Espariol, Portugués, Italiano = AboutUs Press Store Advertising Careers Social Theater FAQs Suggestions?

Terms Privacy DMCA COPPA  Online Safety
rhiike [ 395,381 people like this,
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PlentyOfFish

PlentyOfFish is an online dating service, popular

primarily in Canada, the United Kingdom, Ireland,
Australia, Brazil, and the United States. |t is available
in nine languages. Every day it welcomes over 65,000
new users. The company, based in Vancouver, ... +

GO'\ lgl@ Don't have a Google Account? m

Google+
Sign in and start sharing with Google+ Sign in Coogle
Email
s

o Circles v Games A Stream Password
il
R i
Hangouts m Photos o Evenss [ sionn EECEREE

Can't access your account?

With Google+, you can share the right things with the right people.



@nje Nowack
e
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g W’

CRWN:x . ,
% GEVE alyoko Ep 1T hg

Discover, share and cofneg
images and people. ;’




myspace.com

* Launched in January
_ 2004.
+ 30,000 people sign o

up everyday.

« 857 of users are

18 or older. * Aimed at youth

wanting to connect
with new music and
entertainment.






Instagram

Jnstogroum e

Fast beautiful (F photo sharing

Meet Instagram

It's a fast, beautiful and fun way to share your
photos with friends and family.

Snap a picture, choose a filter to transform its look
and feel, then post to Instagram. Share to Facebook,
Twitter, and Tumbilr too - it's as easy as pie. It's
photo sharing, reinvented.

Oh yeah, did we mention it's free?

# Download on the GETIT ON
@& AppStore [l P> Google play




Instagram

Owned by facebook as of September 2012

August 2012, Instagram hit 80 million users.
June 2013: 130 million users with an average of 7.3 million
daily.

August 2012: 5 million photos uploaded daily
June 2013: 40 million daily

Nearly 16 billion photos have been shared on Instagram since
its beginning.



What is Instagram?
Instagram is a fast, beautiful and fun way to share your life with friends through a series of pictures. These
pictures are shared on Instagram, and can be easily uploaded to other social media platforms including Twitter,

Facebook and Tumbilr

ul.. AT&T 7 11:55 AM a4 100% B3

CAPT_CARTMAN o 2

0 0

posts followers
Edit Your Profile

Capt Cartman




Data Retention and Availability

We retain different types of information for different time periods. Given the volume of real-time content on
Instagram, some information may only be stored for a short period of time. We do not retain data for law
enforcement purposes unless we receive a valid preservation request. Preservation requests must include the

username of the Instagram account in question, a valid return email address, and must be signed and sent on

law enforcement letterhead.

Information to Include
All requests must identify the following:

1. The name of the issuing authority, badge/ID number of responsible agent, email address from a law

enforcement domain, and a direct contact phone number.

2. The username of the Instagram account in guestion and details regarding specific information

reguested and its relationship to your investigation.

3. If you have access to an image's short URL, you can locate the username here:

nctnigpim

qJW“PP"“‘“’ | = username

=
=
z




4. If you have access to the Instagram application, you can locate the username here:

JOHNAPPLESEED

John Appleseed (51 [ mee] W T serhame)

Emergency Requests

Matters involving anticipated harm to a child or risk of death or serious physical injury to any person that requires

disclosure of information without delay should contact us at lawenforcement&instagram.com.

It is important to note thot we will not review or respond to messages sent to this email oddress by non-law
enforcement officials. If you are o user oware of an emergency situation, you should immediately and directly

contoct focal low enforcement officiols.




Emergency Requests

Matters involving anticipated harm to a child or risk of death or serious physical injury to any person that requires

disclosure of information without delay should contact us at lawenforcementé@instagram.com.

it is important to note that we will not review or respond to messages sent to this email address by non-law
enforcement officials. If you are a user aware of an emergency situation, you should immediately and directly

contact local low enforcement officials.

Contact Information

Law enforcement officers may submit all records requests by email or mail.

Only email from law enforcement domains will be accepted. All others will be disregarded. Non-law enforcement

requests should be sent through our regular support methods via Instagram's Support Center.

Email: lawenforcementiéinstagram.com

Mail:

Attn: Instagram Law Enforcement Response Team
1601 Willow Road

Menlo Park, CA 94025




TWITTER

twitter

What is Twitoer?

wily', &nd Co-WeOrkers
L] thronigh the exchpnge ol guick,

s gieEs e What are you daing?




TWITTER

...........

Since the dawn of Twitter, there's been a total of 170 billion tweets.
500 million users
400 million tweets sent every day
32% of all Internet users are using Twitter.
Links to videos and images can be tweeted, not just words, and the most
followed brand on Twitter is YouTube with 19 million followers.

Vine: 12 million uploads daily, 5 every second

50 percent of Twitter users are using the social network via mobile.

Tweets can be deleted by the user.



Welcome to Twitter., m

Find out what's Rappéfiing “ight now, with the
pecple and organizaliafs you care about

£y Home (@) Connect F Discover | JLC

% 1B

Summer Jones

Katy Perry
Afternoon! Ch ktrikPeople & their beautifully
ILoveMyLife smarturl itILML
Who to follow - Refre
Avril Lavigne {2
W Follow Katy Perry
~ That's all y'all!!! heeCat: @ka : ngrats, Slayty «
Enrique lglesias €2 = enric LY ROAR"
o) Follow

Beyoncé Knowles &2 Katy Perry @ katypern
W Follow _Well that should wake me up! [==3 erry #ROAR 15
L. ¥ NUMBER 2 ON BILLBOARD YOU SLUT
nts - Find friends legend &”
.

Katy Perry @katyperr

Thanks, you mean, WE are roaring on
You are Jumping on charts D

]

; Alicia Keys aliciake 2h
{ We all have the power to change the course of this disease & if we
use it. We can all be #EMPOWERED in the face of AIDS!!

ESSENCE Debates
Thank you [@Aliciak

GaDeptPublicHealth

Great chat w @GreaterThanAlDS +
SENCE_| ates right now on #HD
OWERED and ch




How To Make an Emergency Request

If there is an emergency that involves the danger of death or serious physical injury to a person that
Twitter may have information necessary to prevent, you may make an emergency disclosure request
by ernail to lawenforcement@twitter.com (which we continuously monitar with the subject:
Emergency Disclosure Request. Please include all of the following information:

« |dentify the person who is in danger of death or serious physical injury,

* The nature of the emergency (e.9., report of suicide, bomb threat),

o Twitter @username and UREL (e.0., @safety and https:fwitter.com/safety) of the subject
account(s)) whose information is necessary to prevent the emergency;
Aty specific Tweets you would like us to review,
The specific information requested and why that information is necessary to present the
EmMergency; and
All other awvailable details or context regarding the particular circumstances.

NOTE: Our support system removes all attachments, wou must include the contents in the body of
the message; you will receive an automated response that you must reply to in order for Us to see
wOur recjuest.

Alternatively, wou may fax emergency requests to: 1-415-222-9958 (faxed requests may result in a
delayed response, for the guickest turnaround, we strongly suggest emailing all emergency
requests).




Enalish L =ign in

Will Twitter Notify Users of Requests for Account Information?

Yes. Twitter's policy is to notify users of requests for their information prior to disclosure unless we
are prohibited from doing so by statute or court order (e.0., an order under 18 U.5.C. & 2705(h)).

What Information Must Be Included?

When requesting user information, your request must include:

e The username and URL of the Twitter profile in guestion (e.g., @safety and https: Stwitter.corm
isafety):
« Details about what specific infarmation is reguested and its relationship to your investigation;
« Note: Please ensure that the information you seek is not available from our public APL We
are unahle to process overly broad or vague requests.
e A VALID EMAIL ADDRESS s0we may get hack in touch with you upon receipt of your legal
process.




facebook

Facebook helps you connect and share with Sign Up
the people in your life. It's free and anyone can join

FACEBOOK

Reducing work productivity one status update at a time.



L3

facep ook Stats

1.2 billion active users, more than 2
users are outside of college.

Demographic of 25 and older.
819 million mobile users
200 billion views per month

350 million images uploaded dalily,
total of 240 billion photos

Average amount spent on site Is 30
minutes per day.




facebook

25 percent of users on Facebook don't
bother with any kind of privacy control.

An average Facebook user has 142
friends.

More than 1 million websites have
integrated with Facebook in various ways.

As of 2012, 17 billion location-tagged
posts and check-ins were logged.



: facebook ‘

* Tlagging

A tag links a Eer'son, page, or place to some‘rhina you post, like a status
update or a photo. For example, you can tag a photo to say who's in the photo
or post a status update and say who you're with. Tagging people, pages and
places !nJIour' posts lets others know more about who you're with, what's on
your mind and where you are.

When you tag someone, they Il be notified. Also, if you or a friend tags
someone in your post and it's set to Friends or more, the post is visible to
the audience you selected plus friends of the tagged person.

When someone adds a tag of you to a post, ¥our' friends may see what
oure tagged in on Facebook. The tagged post also goes on your profile
timeline). If you'd like, you can turn on Profile (Timeline) Review to review

and approve each tagged post before degoes on your profile (fimeline) or

exclude some people from seeing tagged posts of you on your Wall (timeline).



http://www.facebook.com/help/?faq=223100381057791

we tag), James Yu (photos | remove tag), Megan {photos | From your album:

"Ciraic vt
ove tag) Oregon acveniure




, facebook ‘

* Facial Recognition
= When images are tagged, facebook runs a

hash algorithm to compare with other
images for a positive match (www.face.com)

= Could be a liability if doing undercover work

= You can only remove an image if you have a
facebook account. (cannot have a friend
remove)


http://www.face.com/

bk

Facial Recognition

Do you know Michael? 1f yvou kno

flichz

Roy Persinger
{E &dd Friend

Joshua Brian Lutz
{F_l. Add Friend

Summer Jones  Find Friends

"

| 41 Friend Request Sent | | Message # + |

Phatos

wd him a m

Teresa Glenn Clavton Skyy Michelle Layman
&l Add Friend Machuca ol Add Friend

Kimberly Trask
{E Add Friend

Wpal: Mpal! g

Lisa Suleski |
&L Add Friend | 4# Chat

Home

-




|_ocation-based Social
Networking

122



Location-based Social
Networking

LLocation-based social networking is quickly
growing in popularity. A variety of
applications are capitalizing on users’ desire
to broadcast their geographic location.

Most location-based social networking
applications focus on “checking in” at various
locations to earn points, badges, discounts
and other geo-related awards.

123



Location-based Social
Networking

The increased popularity of these
applications is changing the way we as a
digital culture view security and
privacy on an individual level.

124



Geotagging

« Process of adding geographical identification to
photographs, video, websites and MMS.

* Geotags are automatically embedded in pictures
taken with smartphones.

* Many people are unaware of the fact that the
photos they take with their smartphones and load
to the Internet have been geotagged.

125



Exif Data

« Exchangeable image file format (Exif) is a
standard that specifies the formats for
images, sound, and ancillary tags used by
digital cameras and other devices.

* Created by the Japan Electronic Industries
Development Association.



The Exif Tags

* Date and time from the camera/phone.

* Camera settings: camera make and model,
orientation aperture, shutter speed, focal
length, metering m
information.

* A thumbnail

* Geolocation
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faCEhnnk L-‘ Search for people, places and things s Summer Jones Find Frie

ﬁ Michael Roentz Timeline = Now -

H Click like to support mel

—~¥~-, Places See Al

Eay

Like - Comment - Play Slots Farm

Michael Roentz
January 30 via Slots Farm

Wow! | just received a new award! Join the game and play -
you are sure to have a great time!

1 Recent Place

Ellen, el

Michael Roentz was in Elko, NV.
January 2011 @

[ {1 1+]

| earned a new award!
Wow! | just received a new award! Join the game

i and play - you are sure to have a great time!

Like - Comment - Share

Resendation

Like - Comment - Play Slots Farm
iy @ 2012 Nokia & 2013 Microsoft Conporation




Friends

— . Jimmy Clark

5

BEMJAMIN — at Port Royal Yacht Club.
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Like * Comment * Share
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Geotagging

« Process of adding geographical identification to
photographs, video, websites and MMS.

* Geotags are automatically embedded in pictures
taken with smartphones.

* Many people are unaware of the fact that the
photos they take with their smartphones and load
to the Internet have been geotagged.

130



Exif Data

« Exchangeable image file format (Exif) is a
standard that specifies the formats for
images, sound, and ancillary tags used by
digital cameras and other devices.

* Created by the Japan Electronic Industries
Development Association.



The Exif Tags

* Date and time from the camera/phone.

* Camera settings: camera make and model,
orientation aperture, shutter speed, focal
length, metering mode, and ISO speed
information.

* A thumbnail

* Geolocation



Geotagging Photos

* On photo sharing sites, people can manually
tag a location on their photos, even if their
camera does hot have a GPS function.

* Facebook scrubs data from posted photos
but other sites may not or allow you the
option fo share it.

133



Investigative Technigues

* Creating an undercover account
= Persons of interest won't always have public profiles

= Being “friended"” allows greatfer access fo users and their “friends"”
« Luckily, most people don't have a strenuous vetting out process

| r‘i.I'ItIF'I El=-| nal 5:'I|'|'|"E'|||
[ ks and narmsk high,

Andrea Bernal

\\\\.
Andies Hermandez ¥ <3 Loraine Christina Lengyel 4 Add Friend
oz aride, Calfornia g [ccosiate at Pre-Paid Legal Services, Inc,

r Angela Savane
Samamenkno, Califarnia

4 i‘u : :.ju[ |=I-=plii:fmi.lr.l|ﬂ! 4. Add Friend

a8 BN
TheTapDiTheFoodChain
]Ilﬂlllr Clark - Fhotss
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UC Accounts Cautions

Choose profile picture carefully!
= Shouldn't use pics you don't have permission for
= Use a non-face shot R

Know your target audience

Know that creating a fake profils
facebook) can “violate the contr |
= Exposure to civil liability?
= Facebook will notify if they feel a profile is covert

* Cross checks different profiles from same ip address

Depending on type of case, may want to use an
undercover line, not department internet



Facepook Law Enforcement
Guide

faceboolk

This document describes procedures law
enforcement authorities should follow to
request data from Facebook.

« Dttps://www.facebook.com/safety/groups/law/qguidelines/

136



WWW.facebook.com/records

Request Access to System

Email Address
Enter your email address to receive a unique link to the Law Enforcement Online
Request System. The link will give you access to the system for one hour,

semith @sacsheriff.com

Security Check
Enter both words below, separated by a space.
Can't read the words below? Try different words or an audio captcha.

SARAH
ESseprilll

Text in the box:
sarah Es.-;emi|||
What's this?
Security Check

This iz a standard securi

Reguest Access to System

You will receive an email with a link to access the Online Reguest System; the token
you receive will be unigue to you and valid for ane hour.,




Records Request

Flease complete all fields below and be sure to attach all relevant documentation. A U.5. search warrant, M Request DEtalls
disclosure of user content. Internal Case Reference Number

The Law Enforcement Response Team reviews each request separately and disdloses account records soleh Legal Process -
be found in the Facebook or Instagram Law Enforcement Guidelines. Select One

Nature of Case v Select One

Requestor Information Subpoena

Legal Process Signed Date
Email: ssmith@sacsheriff.com Court Order 2703(d)

Request Due Date Court Order {Qther)
Search Warrant {Domestic US)
Pen Register/Trap and Trace

Name:  gean Smith

Location: | McClellan Air Force Base, CA, Unite Facebook Account Owner(s) emiail address of each account owner, then hit Enter

Postal Code: 95652 Instagram Account Owner{s) Title 111 email address of each account owner, then hit Enter
MLAT Search Warrant
MLAT Court Order 2703(d)
Organization Name: |Sacramento County Sher Requesting Records Ending Emergency

Business Phone: | (916) 574-3003 Requesting Records Beginning

Title: | Detective

Request Details

Internal Case Reference Number

Legal Process Select One ™
MNature of Case Select One ™

Legal Process Signed Date 8/21/2013 =

Request Due Date 8/21/2013 =
Facebook Account Owner(s) Type Facebook user ID, vanity URL or email address of each account owner, then hit Enter
Instagram Account Owner(s) Type Instagram user ID, username or email address of each account owner, then hit Enter
Requesting Records Beginning 8212013 D

Reguesting Records Ending 8/21/2013 == R ¢ Detail
edquest Detalls

Documentation Please attach all relevant legal document:
Internal Case Reference Number

Must be PDF, JPG, PNG or other common imagi

Legt Proces Emergency Request

+ Attach Another Document | By selecting Emergency Request I attest that the
sporting involves imminent harm to a

 Select One death or serious physical injury to any
Time of Threat: lquires disclosure of information without
Missing/¥idnapped/Abduction

Suicide

Nature of Case

Location of Threat:

Whose Life is at Risk: Fugitive
Other

Age of Person at Risk:

Additional Emergency Information:




facebook

Preservation

Preservation Request

Please complete all fields below to request preservation of account records. We will take steps to preserve account records in connection with official criminal investigations for 20 days pending our

receipt of formal legal process. Additional information can be found in the Facebook or Instagram Law Enforcement Guidelines.

Requestor Information
Email:

Name: | 5ean Smith

Location: | pMcClellan Air Force Base, CA, Unite

Postal Code:
Business Phone:
‘Organization Name: | Sacramento County Sher

Title: | Detective

Request Details
Internal Case Reference Number [?]

Facebook Account Owner(s) [7] ach account owner, then hit Enter

Instagram Account Owner(s) [?] |Type Instagram user unt owner, then hit Enter

Please attach all relevant legal documents
Must be PDF, JPG, PNG or other common image formats

+ Attach Another Docum

Documentation [?]

[]1 am a law enfercement agent autharized to request account records and all the information I have provided is accurate.




: facebook

* Legal Service Tips

+ Facebook ID# is at the end of the url
= http://www.facebook.com/profile.php?id=100003088199251

* Can also be the vanity name

= http://www.facebook.com/TOPJIMMY?247

« (if vanity name is shown, this means that “enable public
search” has been selected within users account.


http://www.facebook.com/TOPJIMMY247

: facebook ‘

*Legal Service tips

« If an account is deactivated, facebook says
they keep account info (content) for 7 days

= Ip address info for a year

+ If something is removed (post, image, etc)
they say it is unrecoverable



facebook

* Consent to Search
* Facebook does NOT accept, so...

= Login to account
= Account settings
= Download a copy

#¥ General

General Account Settings

i Security

Name Summer Jones
@ Privacy
=] Timeline and Tagging Username http: ffwww, facebook. com/summer.jones. 9085
e Blocking
Email Primary: phreaky415@gmail.com
& Notifications
@ ehfieaben Password Password never changed.
= Mobile
El Followers Networks Mo networks.,
Language English (US)

Download a copy of your Facebook data.




facebook

Download Your Information
Get a copy of what you've shared on Facebook.

This is & copy of personal information you've shared on Facebook, To protect your info, we'll ask you to re-enter your
password to confirm that this is your account,

ook e

Caution: Protect your archive

Your Facebook archive indudes sensitive info like your private Wall posts, photos and profile information, Please keep
this in mind before storing or sending your archive,

fbout Create Ad Create Page Developers Careers Privacy Cookies Terms Help

May need access to email account as well
for secondary verification




* Ask for any type of info, whether you
know: if a Social networking Site
archives it or not:

= IP Logs

= Wall Postings
= Pictures

= EXif data

= Chat History



Investigative Resources

« Several tools to analyze pages and friends

= Www.dccurint.com

= Lococitato - Facebook Visualizer

= http://groups.yahoo.com/group/kloving

= X1 Social Discovery

= Geofeedia/Media Sonar

= Search Investigative Toolbar

= Snhagit / Camtasia

= www.netlingo.com

= www.urbandictionary.com

= Www.google.com 145



Accurint

My Accurint QU1 [:l Business Assets Licenses Courts Phones Healthcare

Advanced Person PersnnJ Virtual Identity [ People At Work Death Records More Searches v

Find Virtual Identity by (7 Mame & Address OR @ Email Address

TOPJIMMY 247 @FACEBOOK.COM Coverage | Help?
Important: The Public Records and commerdially
available data sources used in this system have erors.
Drata is sometimes entered poorly, processed
incorrectly and is generally not free from defect. Read

Reference:

: Virtual Identity Report
Date: 08/21/2013 04:14 PM
Email Address: TOPJIMMY 247 @facebook.com

TOPJIMMY247@FACEBOOK.COM

Subject Information:
Name: Jimmy Clark
Age:

Images:

Relevant Links to Subject:
https:/iwww.facebook comTOPJIMMY 247
http:#fwww . facebook comTOPJIMMY 247

Web Results - Possible Associations Bing

Jimmy Clark | Facebook
Jimmy Clark is on Facebook. Join Facebook to connect with Jimmy Clark and others you may know. Facebook gives people the power to share and makes the world

//www.facebook.com/TOPJIMMY247
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