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Useful Sites/Links
• CDAA Sidebars Community – send a request to join

• http://sidebars.cdaa.org/new-item4

• Volokh Conspiracy – Professor Orin Kerr
• www.washingtonpost.com/news/volokh-conspiracy/

• CALEA
• askcalea.fbi.gov
• https://208.250.68.210

• Kipp Loving’s Yahoo Group
• http://groups.yahoo.com/group/kloving/

• Tracking/Mappingdvanced Cell Tracking
• http://www.advancedcelltrackingsystems.com/cms/nggr

• Jim Cook – Premier Wireless
• jimcook5413@gmail.com – (209)606-2665

• FBI – Moot Court – C.A.R.T. 
• Musselman, SueEllen (OTD) (FBI) <Sueellen.Musselman@ic.fbi.gov>

• NCFI – Training is available
• https://www.ncfi.usss.gov Mobile Devices In Court – Prosecutors

• FBI

https://208.250.68.210/
http://groups.yahoo.com/group/kloving/
http://www.advancedcelltrackingsystems.com/cms/
mailto:jimcook5413@gmail.com
https://www.ncfi.usss.gov/
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What Evidence is Available?

• Who is the user
• Who’s the user talking with
• What’s being said
• Where’s the user been
• Anything specific about the case
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Identification
Association
Communication
Location
Crime Evidence



Physical Devices
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Think Broadly
•Cellphones
•Tablets
•Gaming Systems
•GPS Systems
•Cars
•IoT
Data Storage Devices
•Ipods and MP3 players 
•Thumb Drives



Cellphone carrier records
• Call/Data Detail Records

• Text Messages
• To/From detail
• SMS Detail

• # dialed 
• # received
• #’s entered (cut thru digits)
• 1st cell site
• Last cell site

• Billing Records
• Subscriber information
• Method of Payment

• ISP records
• IP addresses

• Email
• Some emails
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The Tower
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• Tower Dump
• Sample Warrant
• Sample Records

• Tower Maintenance 
Logs



Third Party Apps

• Social Networking
• Facebook
• Instagram

• Chat Apps
• Kik
• YikYak
• iChat
• ATT Chat

• Google
• Maps
• Drive
• Mail
• Voice
• …

• Twitter

• Cloud Storage
• Dropbox
• Box
• Evernote
• Amazon Web Services

• Social Games
• Words w/ Friends
• Clash of Clans



The Third Party APPS
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Identify the third party
Preserve the data via a 2703(f) letter
Capture any screen data via image
Demand the data via a Search 
Warrant



What are the Steps to Get the Carrier 
Records
• Identify the target phone number
• Identify the ECSP (Cell Carrier)
• Locate where to serve the SW
• Write the SW
• Serve/Pay for the SW/Records



ZETX.COM – Free Phone Lookup









ZETX – Carrier Info



ZETX – Preservation Order



ZETX – Legal Demand

• Property Description
• ZETX Word Document

• CDAA Library

• SW Affidavit / Template
• Handset - CDAA Library



CALEA 
askcalea.fbi.gov/
208.250.68.210



We Are Here
1 mile Cell Tower Map Verizon



ANOTHER Resource

• Where do we serve the paper
• Resources

• www.search.org/programs/hightech/isp/default.asp





Where to Find Records
SEARCH.ORG



ECSP Law Enforcement Portals
example: Sprint’s L-cite



Tracking a Mobile Device

• A Handset can be located or tracked
• using several different methods:
• Historically

• Tracked via the records of the carrier
• 3rd Party Applications

• Real Time
• Tracked by the carrier

• Ping/PEN Register

• 3rd Party Applications



CSLI - CDR’s
• Location info in CDR’s v GPS

• GPS
• Precise
• Real time

• CDR
• General area, IE Tower
• Historical

• Difference has allowed lower burden in past
• 2703(d) orders
• Will this difference be true going forward



More Specific Mapping is Available
Historical GPS Information
• Verizon-RTT (Real Time Tool) 7-10 days gives 

location info for all activity including 
long/latitude

• Sprint-PCMD Per call measurement data
• AT&T-Nelos
• T-Mobile – ?tru-call?

• Must act quickly



Asked to Find a Trafficked 
Juvenile Based Upon CDR’s



DEALING WITH ECSPs



KIK
• Contact eMail and Preservation Requests

• Lawenforcement@kik.com
• Kik.com/lawenforcement sample request, anmd info

• Note
• Content data - no message data, KIK does not keep it

• Requirements
• Need valid username

•
• US Legal Process Will Get

• Subscriber Name (unverified)
• Device info
• IP addresses associated with account creation/updates …
• IP logs  - 30 days

• MLAT
• Transaction logs
• Images/video (short time)
• Roster logs – who they are chatting with

mailto:Lawenforcement@kik.com


GOOGLE
• Contact eMail and Preservation Requests

• Uslawenforcement@google.com

• New Law Enforcement Response portal 9/2015
• https://support.google.com/legal-investigations/contacts/LERS

• Submission form – fill it out and not with “unknown”

• Secure submission

• Dashboard to view past/pending cases

• Download link when evidence is ready

• FAQ

• Law Enforcement Guide

• Exigency 650-253-3425 and leave message or edrlawenfoircement@google.com

• Note
• They prefer 1 SW per case, rather than 10 separate ones

• Response can be directed to another LERS user

• Possibly a Subpoena for “What Google Services Are Used”

• Follow-up with SW for services desired

• Requirements
• Need Account Name – “The Single Entry Popint For All Services

•

• Useful Links

• https://www.google.com/settings/takeout

• http://Google.com/transparencyreport

• http://www.google.com/policies - privacy policies

Google Services
Youtube
Hangouts
Chat
gMail
Android
Google Wallet
Voice
…

mailto:Uslawenforcement@google.com
https://support.google.com/legal-investigations/contacts/LERS
https://www.google.com/settings/takeout
http://google.com/transparencyreport
http://www.google.com/policies


Verizon

• Verizon Security Assistance Team
• 800-451-5242

• Notes
• 300,000 subpoena/SW a year

• Goal is 14 day response
• Do not maintain browsing history
• Will confirm accounts over phone
• And/Or Connectors

• John Smith or anyone at 123 elm St or billed to SSN 123-45-6789
• Be approximately specific

• Call received at approximately 12:30 as opposed to 12:30:25
• Check records when received for accuracy
• If there was a preservation request mention it in a cover letter
• Who is the requestor and their contact info, and maybe a backup

Verizon Services
Wireless
Landline
AOL Inc.
GTE
MCI
EdgeCast
car-net
Verizon vehicle



APPLE
• Lisa Olle, global privacy and law enforcement compliance manager

• 408-862-8888 Lisa's desk phone

• olle@apple.com

• LEO Guide http://images.apple.com/privacy/docs/legal-process-guidelines-us.pdf

•

• subpoenas@apple.com

•

• exigency

• 408-974-2095

• exigent@apple.com

• suicides

• findmyiphone requires password reset

•

• User notice

• w/o non-disclosure it is w/I 10 days of service

• w/o non-disclosure exigent notice given after 90 days

http://images.apple.com/privacy/docs/legal-process-guidelines-us.pdf



	CellPhone Technology
	Useful Sites/Links
	Four Sources
	What Evidence is Available?
	Physical Devices
	Cellphone carrier records
	The Tower
	Third Party Apps
	The Third Party APPS
	What are the Steps to Get the Carrier Records
	ZETX.COM – Free Phone Lookup
	Slide Number 12
	Slide Number 13
	Slide Number 14
	ZETX – Carrier Info
	ZETX – Preservation Order
	ZETX – Legal Demand
	CALEA  � 	askcalea.fbi.gov/�	208.250.68.210 
	We Are Here�1 mile Cell Tower Map Verizon
	ANOTHER Resource
	Where to Find ECSP Records�
	Where to Find Records�SEARCH.ORG
	ECSP Law Enforcement Portals�  example: Sprint’s L-cite
	Tracking a Mobile Device
	CSLI - CDR’s
	More Specific Mapping is Available�Historical GPS Information
	Asked to Find a Trafficked Juvenile Based Upon CDR’s
	DEALING WITH ECSPs
	KIK
	GOOGLE
	Verizon
	APPLE
	Slide Number 55

